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EXECUTIVE SUMMARY

The Core Threat Message
CVE-2026-1670 is not a narrow camera privacy bug. It is a CVSS 9.8 Critical authentication bypass that allows 
an unauthenticated remote attacker to take administrative control of affected IP cameras….. creating identity, 
visibility, and network pivot risks that extend well beyond the device itself.

CISA issued advisory ICSA-26-048-04; no confirmed exploitation was publicly reported as of 17 February 2026, 
but the vulnerability class and affected device category have a well-documented exploitation history.

🔐 Identity Risk
An attacker can silently reassign the password-recovery 
email address and seize administrative control of the 
camera account, without any prior credentials. Once taken, 
the account may provide persistent access to the camera 
management platform and any connected systems.

👁 Visibility Loss
Compromised cameras create deliberate blind spots. 
Attackers can suppress, loop, or redirect feeds….. 
removing the physical security team's ability to detect 
intrusion, track personnel, or validate incident timelines. 
This is not theoretical: feed manipulation has been 
documented in prior camera compromises.

🌐 Network Foothold
Cameras reside on internal networks, often in dedicated 
VLANs with weak egress controls. A compromised device 
can be used to probe adjacent systems (VMS servers, 
NVR storage, Windows admin hosts) creating a pivot point 
for broader lateral movement, as demonstrated by the 
Akira ransomware group in 2025.

🏭 OT / Industrial Exposure
In industrial environments, CCTV is often deployed in or 
adjacent to operational technology networks to monitor 
plant floors, loading docks, and process equipment. A 
compromised camera can degrade situational awareness, 
support reconnaissance of operational timing, and (where 
segmentation is weak) provide a pathway toward OT 
management systems.

📋 Compliance and Governance Gap
Physical security devices are frequently owned by facilities 
teams rather than the cyber function, leaving them outside 
standard vulnerability management cycles. CVE-2026-
1670 highlights an organisational gap that is common 
across enterprise and industrial environments and that 
requires explicit governance resolution.

📈 Elevated Threat Class
CCTV compromises are not isolated incidents. From Mirai 
(2016) to Persirai (2017), Verkada (2021), and the Akira 
webcam pivot (2025), the pattern is consistent: IP cameras 
are systematically under-secured, widely deployed, and 
increasingly valuable as attack infrastructure. CVE-2026-
1670 continues this pattern at CVSS 9.8.

Key Message for Executives: A compromised CCTV camera is simultaneously an identity problem, a visibility problem, 
and a potential pivot into your broader network. The risk is not contained to physical security….. it is an enterprise and 
operational technology risk.



VULNERABILITY PROFILE

What Is CVE-2026-1670?
CVE-2026-1670 was published in the National Vulnerability Database and is the subject of CISA Industrial Control 
Systems advisory ICSA-26-048-04, revised 12 March 2026. The vulnerability affects the web management interfaces 

of specific Honeywell IP camera product families. CISA confirmed no known public exploitation as of 17 February 
2026. However, the vulnerability class (unauthenticated access to a credential recovery function) is inherently high-
risk and requires no prior authentication or specialised tooling to exploit conceptually.

Vulnerability Identity Card

CVE ID CVE-2026-1670

CISA Advisory ICSA-26-048-04 
(revised 12 March 

2026)

CVSS v3.1 Score 9.8 — Critical

Attack Vector Network (no physical 
access required)

Authentication 
Required

None

CWE CWE-306: Missing 
Authentication for 

Critical Function

Confirmed Impact Account takeover; 
unauthorised access 

to camera feeds

Known Exploitation None publicly 
confirmed as of 17 

February 2026

What CWE-306 Means in Practice

CWE-306 (Missing Authentication for Critical 
Function) describes a weakness where a software 

function that changes security-critical state, such as 
resetting a password or modifying a recovery 
address, can be invoked without the caller first 
proving their identity.

In the case of CVE-2026-1670, the critical function 
is the password-recovery email update endpoint 
in the camera's web management API. An 
unauthenticated attacker who can reach the 
management interface over the network can silently 
change the recovery address to one they control, 
then trigger a password reset, receiving the reset 
link in their own inbox and taking administrative 
control of the device.

This is a well-understood and highly exploitable 
vulnerability pattern. It requires no memory 

corruption, no shellcode, and no user interaction. It 
is a logic-layer bypass….. the most reliable class 
of authentication vulnerability from an attacker's 
perspective.

CVSS 9.8 Context: A score of 9.8 places this 
in the top tier of network-exploitable 

vulnerabilities. The only reason it does not 
score 10.0 is a minor scope constraint. From a 
prioritisation standpoint, this warrants 
immediate remediation attention on any 
internet-accessible or inadequately 
segmented camera management interface.



AFFECTED DEVICES

Affected Honeywell CCTV Families
CISA advisory ICSA-26-048-04 identifies specific Honeywell IP camera product families as 
affected by CVE-2026-1670. The product strings below reflect those cited in public advisory 
reporting. Organisations should cross-reference these against Honeywell's official vendor support 
records and any vendor-issued security bulletins to confirm exact model numbers and firmware 
version scope. Advisory-derived model strings do not always map one-to-one to commercially 
shipped SKUs, and validation against the vendor's published affected-version list is essential 
before drawing conclusions about specific installed assets.

HIB2PI Series
Indoor/outdoor IP bullet 
cameras. The HIB2PI family is 

specifically named in CISA 
advisory ICSA-26-048-04. 
These are network-connected, 
management-interface exposed 
devices commonly deployed in 
commercial and industrial 
surveillance estates.

HDZ Series
PTZ (pan-tilt-zoom) network 
dome cameras. The HDZ series 

is cited alongside the HIB2PI 
family in the advisory title. PTZ 
cameras are particularly high-
value targets given their ability 
to actively monitor wide areas 
and track movement.

Advisory Caveat
Note: Product naming in public 
advisory reporting may reflect 

advisory-derived model identifier 
strings. Organisations must 
validate affected models and 
firmware versions against 
Honeywell's official product 
security advisories and vendor 
support portal before 
determining remediation scope.

Deployment Context

Commercial Buildings
Lobbies, access control zones, car parks, server 
room perimeters. Commonly managed via 

centralised VMS platforms shared with IT 
infrastructure.

Industrial Facilities
Plant floors, loading docks, perimeter fencing, utility 
infrastructure. Often in or adjacent to OT network 

segments with limited independent monitoring.

Healthcare & Campuses
Hospital corridors, pharmacy areas, data centres, 
education campuses. High-compliance environments 

where feed integrity and access control have 
regulatory as well as operational importance.

Logistics & Warehousing
Distribution centres, loading bays, inventory storage, 
truck marshalling. Cameras here can expose 

operational routines, inventory flow timing, and 
vehicle movement patterns.



TECHNICAL MECHANISM

How the Authentication Bypass Works
The following diagram shows the attack chain from initial unauthenticated network access through to 
administrative account takeover. This is a logic-layer bypass. There is no memory corruption or code injection 
involved. The attacker exploits the absence of authentication controls on a critical API endpoint. No exploit code, 
offensive tooling details, or proof-of-concept content is presented here. The purpose of this diagram is risk 
understanding for defensive planning.

This five-step sequence requires no prior credentials, no insider knowledge, and no physical access to the 
device. The attacker needs only network-level reachability to the camera's management interface. In 
environments where camera management is accessible from an insufficiently segmented internal network 
segment or….. Critically, from the internet, this attack can be executed by any adversary who has identified the 
device through scanning tools such as Shodan or Censys.

What the Attacker Achieves

• Full administrative access to the camera's web 
interface and configuration

• Ability to view, record, or redirect live and archived 
camera feeds

• Ability to modify camera orientation, recording 
schedules, and motion detection

• Persistent access via credential change — original 
administrator is locked out

• A network-connected device under their control 
within the target's internal environment

Why This Matters Architecturally

The critical architectural risk is that cameras are internal to 
the network. Unlike an attacker who compromises an 
internet-facing web server and remains in a DMZ, an 
attacker who compromises a camera already has a foothold 
inside the network perimeter. From this position, they can 
conduct internal reconnaissance….. probing VMS servers, 
NVR storage devices, and in poorly segmented 
environments, Windows hosts and domain services.

The attack surface is further expanded in environments that 
use centralised video management systems (VMS) or 
cloud-based camera management platforms, where a single 
compromised device credential may provide access to a 
broader management scope.



OPERATIONAL RISK

Why This Vulnerability Matters Operationally
The instinctive framing of a camera vulnerability as a "privacy issue" significantly understates the operational risk. 
CVE-2026-1670 creates a cluster of interconnected risks that span physical security, IT security, operational 
continuity, and network architecture. Each of the four risk domains below can independently trigger a material 
incident; in combination, they represent a compounding risk that executive stakeholders must understand in full.

Identity Takeover Risk
Once the administrator account is seized, the attacker holds a 
persistent, legitimate credential within the camera 
management ecosystem. If the same credential or platform is 
shared across multiple cameras or integrated with a wider 
VMS, the blast radius extends significantly beyond the 
individual device.

Visibility and Monitoring Blind Spots
Surveillance infrastructure is deployed specifically to maintain 
situational awareness. A compromised camera that 
suppresses, loops, or manipulates its feed directly degrades 
the physical security team's ability to detect intrusions, 
respond to incidents, or reconstruct events after the fact. The 
monitoring capability itself becomes unreliable, a condition 
that adversaries can actively exploit during physical access 
operations.

Persistence and Long-Term Presence
Cameras are embedded devices with infrequent patch cycles 
and low monitoring visibility. A compromised camera can 
maintain an adversarial presence for months or years before 
detection. This persistence value is well recognised by threat 
actors, as demonstrated by the Akira group's deliberate 
selection of an unmanaged webcam as a durable pivot point 
in their 2025 attack.

Network Foothold and Lateral Movement
The most strategically significant risk is the camera's position 
inside the network boundary. Cameras are trusted internal 
nodes with network connectivity to VMS servers, NVR 
storage, and in many environments, Windows administration 
hosts. An attacker with control of a camera gains a low-
visibility internal position….. one that is typically outside the 
scope of endpoint detection and response (EDR) tooling, 
which focuses on Windows and Linux servers and 
workstations, not embedded IoT devices.



RISK ANALYSIS

Confirmed Impact vs Logical Downstream 
Impact
Responsible risk communication requires a clear separation between what has been confirmed by advisory 
sources and what represents reasoned downstream inference based on common architecture patterns and 
documented prior cases. The table below applies this discipline to CVE-2026-1670. The left column reflects 
confirmed findings from CISA advisory ICSA-26-048-04 and the NVD entry. The right column is explicitly labelled 
as Logical/Reasoned Impact, inferences drawn from standard camera deployment architecture, analogous 
documented incidents, and established attacker tradecraft.

✅ Confirmed (CISA ICSA-26-048-04 / NVD) ⚠ Logical/Reasoned Impact, Inference Based on Common 
Architecture and Prior Cases

Unauthenticated remote attacker can access the password-
recovery API endpoint

Camera feed can be suppressed, looped, or redirected to create 
deliberate monitoring blind spots during a concurrent physical 
intrusion

Attacker can change the administrator account's recovery email 
address without authentication

Motion detection, recording schedules, and alerting rules can be 
modified or disabled to reduce incident detection probability

Administrative account takeover is achievable via password reset 
to attacker-controlled address

Compromised camera can be used to conduct internal network 
reconnaissance….. probing VMS servers, NVR storage, and 
adjacent hosts

Unauthorised access to live and archived camera feeds is 
confirmed as a direct consequence

In poorly segmented environments, camera compromise may 
provide a pathway to Windows administration hosts and domain 
services

CVSS v3.1 score of 9.8 Critical (network-exploitable, no 
authentication required)

A compromised camera operating as an internal node may be 
used to deploy additional tooling (e.g. network scanners, lateral 
movement tools) in the manner documented in the Akira 
ransomware case

No known public exploitation confirmed by CISA as of 17 
February 2026

Integration with cloud VMS platforms may extend the blast radius 
beyond the individual camera to the broader managed camera 
estate

CWE-306: Missing Authentication for Critical Function (logic-layer 
bypass, no memory corruption required)

In industrial environments, camera compromise adjacent to OT 
networks may support adversarial reconnaissance of operational 
timing, physical layouts, and safety system locations

Methodology Note: Logical/Reasoned Impact assessments are grounded in documented cases (Mirai, Akira, Verkada, 
GRU advisory) and standard enterprise/OT network architecture patterns. They should be treated as credible risk scenarios 
requiring architectural control validation, not as confirmed exploitation outcomes of CVE-2026-1670 specifically.



HISTORICAL PATTERN

CCTV as a Recurring Cyber Problem:
2016–2026
CVE-2026-1670 does not represent a new category of risk….. it is the latest data point in a consistent 10 year pattern 
in which IP cameras and surveillance infrastructure have been systematically exploited as attack vectors, botnet 
nodes, espionage platforms, and ransomware pivot points. Understanding this pattern is essential context for executive 
risk prioritisation. The historical record demonstrates that insecure cameras are not an emerging concern but an 
established and recurring one.

Each incident in this timeline contributed to the understanding that IP cameras are systematically under-secured at 
scale. Several compounding factors explain this: cameras are frequently excluded from standard IT patch management 
processes; they are often owned by facilities or physical security functions without dedicated cybersecurity oversight; 
embedded firmware is infrequently updated even when patches are available; default credentials persist in large 
portions of deployed estates; and integration with broader IT and OT networks has increased without commensurate 
security architecture review.

2016–2017
Botnet weaponisation era. Cameras become DDoS 
infrastructure at scale through credential harvesting 
on default passwords.

2021
Cloud CCTV exposure. Centralised management 
platforms create single points of failure across 
thousands of customers simultaneously.

2025
Ransomware pivot and state espionage. Cameras 
become active tools in sophisticated attack chains….. 
not just passive victims.

2026
Critical-severity auth bypass. CVSS 9.8 advisory 
confirms the vulnerability class continues to affect 
commercial surveillance products at enterprise scale.



CASE STUDY 1

Mirai: 
Cameras as Botnet Infrastructure
Mirai, which emerged in 2016, represented a watershed moment in IoT security. Rather than targeting high-
value enterprise systems directly, the Mirai operators identified that millions of consumer-grade and commercial 
IoT devices (including IP cameras, DVRs, and routers) were deployed with default factory credentials that were 
never changed by operators. By systematically scanning the internet for these devices and logging in with 
default username/password pairs, Mirai assembled the largest distributed denial-of-service botnet the internet 
had seen to that point.

Confirmed Statistics

600K
Peak Infections

Devices infected at 
peak: Primarily 

cameras, DVRs, and 
routers with unchanged 

default credentials

1Tbps+
Peak Attack 

Volume

DDoS attacks 
exceeding 1 Tbps 

recorded: With earlier 
attacks exceeding 600 
Gbps against Krebs on 

Security

Sources: U.S. Department of Justice Mirai case 
materials; USENIX Security, "Understanding the 
Mirai Botnet."

Attack Mechanism and Relevance

Mirai succeeded primarily because of default 
credential persistence, a problem that pre-dates 
and post-dates the botnet itself. The malware 
scanned for Telnet-accessible devices, attempted a 
list of approximately 60 known default 
username/password combinations, and on success, 
enrolled the device in the botnet. Cameras and 
DVRs represented the largest component of the 
infected fleet because they were widely deployed, 
permanently internet-connected, and almost 
universally unmonitored from a credential hygiene 
perspective.

The key lesson for CVE-2026-1670 is the scale 
multiplier effect: when a vulnerability or 
misconfiguration affects a widely deployed device 
class, the impact is not a single incident….. it is a 
population-level compromise event. The same logic 
applies to any authentication bypass in a 
commercial CCTV product family deployed across 
thousands of enterprise sites.

🔑 Key Takeaway
Mirai demonstrated that cameras and DVRs at scale are viable weapons-grade infrastructure when 
security hygiene fails. The Mirai source code was publicly released, spawning dozens of variants still 
active in 2026. Default credentials and missing authentication controls are not historical artefacts….. they 
are present conditions in many deployed camera estates today.



CASE STUDY 2

Persirai: 
OEM Rebranding and Mass Camera Exposure
Persirai, documented by Trend Micro in 2017, targeted a fundamentally different vulnerability pattern from Mirai: 
instead of relying on unchanged default credentials, Persirai exploited authentication bypass vulnerabilities in 
web interfaces to extract credentials and then used those credentials, along with remote code execution 
vulnerabilities, to compromise the device. The attack targeted more than 1,000 IP camera models. The breadth 
of model coverage was possible because many commercially sold IP cameras under different brand names 
share identical underlying firmware and hardware from a small number of original equipment manufacturers 
(OEMs).

Key Statistics

1000+
Camera Models 

Targeted

IP camera models 
affected due to shared 

OEM firmware across 
multiple brand labels

120K
Exposed Cameras

Approximately 120,000 
cameras identified as 

exposed in coverage of 
the research at time of 

disclosure

Source: Trend Micro, "Persirai: New IoT Botnet 

Targets IP Cameras."

The OEM Rebranding Problem

The Persirai case exposed a systemic problem that 
persists today: a single authentication vulnerability in 

an OEM camera platform can affect hundreds of 
commercially distinct products sold under different 
brand names. When a security researcher or attacker 
identifies a vulnerability in an OEM platform, the 
remediation challenge is enormous….. patches must 
flow through multiple brand owners, some of whom 
may not have active security programmes, and end 
users may have no way of identifying that their 
branded product is affected.

This pattern is directly relevant to CVE-2026-1670. 
Organisations that have deployed Honeywell-branded 

cameras should not assume the risk is contained to a 
single vendor, broader estate reviews are warranted 
wherever OEM camera platforms are deployed, as 
similar vulnerabilities may affect rebadged variants 
that do not appear in a single vendor advisory.

🔑 Key Takeaway
Persirai demonstrated that authentication bypass vulnerabilities in IP cameras are not new and can affect 
thousands of models simultaneously due to OEM platform commonality. Organisations should conduct OEM 

lineage reviews of their deployed camera estates….. brand name alone does not determine vulnerability 
exposure. Asset inventory must extend to firmware version and underlying platform identity.



CASE STUDY 3

Verkada: 
Cloud CCTV and Credential Exposure
The Verkada breach of March 2021 represents the most consequential documented compromise of a cloud-
managed CCTV platform to date. Verkada provides cloud-connected IP cameras and a centralised management 
platform to enterprise and public sector customers. The breach occurred when threat actors obtained a privileged 
"Super Admin" credential to the Verkada cloud infrastructure. What followed demonstrated the compounding risk 
of centralised camera management: a single credential compromise provided access to thousands of customer 
camera deployments simultaneously.

Confirmed Statistics

97
Customers Affected

Customers confirmed with 
accessed cameras/video in 
Verkada's incident report

150K+
Live Cameras 

Accessed

FTC alleged hacker access to 
more than 150,000 live 

customer cameras across 
enterprises, hospitals, and 

correctional facilities

Sources: Verkada "Security Update — Incident Report"; FTC 
"Takes Action Against Security Camera Firm Verkada."

Beyond Camera Feeds

The Verkada breach was not limited to video feed access. 
FTC allegations indicate that badge access control 
credentials and Wi-Fi network credentials were also 
implicated, extending the breach from a surveillance 
confidentiality incident into an identity and network access 
event. Physical access control credentials can facilitate 
physical intrusion; Wi-Fi credentials can provide direct 
wireless network access.

Affected organisations included high-security environments; 
hospitals, financial institutions, and manufacturing facilities. 
The simultaneous exposure of physical surveillance, physical 
access credentials, and wireless network credentials across 
multiple organisations through a single cloud platform 
compromise illustrates the architectural risk concentration 
created by centralised camera management systems.

For organisations evaluating cloud VMS platforms, the 
Verkada case establishes a clear requirement: cloud-
managed camera platforms must be evaluated as critical 
infrastructure with commensurate access controls, multi-
factor authentication enforcement, and privileged access 
monitoring….. not treated as commodity SaaS tools.

🔑 Key Takeaway
Centralised cloud camera management creates a single point of failure across an entire customer base. A credential 
compromise at the platform level bypasses all per-site camera security controls. Cloud VMS platforms must be governed as 
critical enterprise assets with privileged access management, MFA, and incident response coverage explicitly scoped to 
include the camera management plane.



CASE STUDY 4

Akira: 
A Webcam as a Ransomware Deployment 
Platform
The Akira ransomware group's documented technique (published by S-RM Intelligence and Advisory in March 
2025) represents the clearest available case study of an unmanaged IoT device being used as an active attack 
pivot in a sophisticated ransomware operation. The sequence is notable not because it represents a particularly 
complex exploit, but because it demonstrates that endpoint detection and response (EDR) tooling alone is 
insufficient when unmanaged IoT devices share network segments with Windows environments.

S-RM 2024 Statistic

15%
Akira Share

Akira accounted for 15% of all ransomware incidents S-RM responded 
to in 2024 — one of the most active groups observed

Source: S-RM, "Camera off: Akira deploys ransomware via webcam," 5 
March 2025.

Why This Matters for CVE-2026-1670

The Akira case establishes a direct and documented link between 
unmanaged camera compromise and enterprise ransomware 
deployment. The webcam in the Akira incident was not a sophisticated 
target….. it was simply an unmanaged device that ran Linux, had SMB 
access to network shares, and sat in a segment that the EDR solution 
did not cover. The attacker's innovation was purely opportunistic: when 
the primary attack path was blocked by EDR, they found a device the 
security tools could not see.

This is precisely the risk profile of a camera compromised via CVE-
2026-1670 in an insufficiently segmented environment. The camera is 
an internal Linux-based network node outside the EDR perimeter, with 
connectivity to VMS servers and potentially to broader file shares and 
Windows hosts. An attacker who has achieved account takeover via 
the authentication bypass has a foothold with equivalent strategic 
value to the webcam used by Akira.

🔑 Key Takeaway
Unmanaged IoT devices, including IP cameras, sit outside the EDR perimeter and can be used as execution platforms for 
ransomware deployment via SMB. The Akira case is not a hypothetical: it is a documented operational technique used by one of 
2024's most active ransomware groups. EDR coverage of Windows endpoints is necessary but not sufficient when IoT devices 
share network segments without microsegmentation.



CASE STUDY 5

State Actor Use: 
GRU and IP Camera Intelligence Collection
A 2025 joint advisory issued by Western intelligence and security agencies confirmed that Russian GRU-affiliated 
threat actors had systematically targeted RTSP (Real Time Streaming Protocol) servers hosting IP cameras, with 
activity focused primarily in Ukraine. This advisory established that IP cameras are not merely incidental victims of 
opportunistic compromises….. they are deliberate collection assets in state-level intelligence operations.

What the Advisory Confirmed

• GRU-affiliated actors targeted RTSP servers hosting IP 
camera feeds

• Activity was primarily directed at targets in Ukraine
• Cameras near logistics infrastructure, transport routes, and 

military-adjacent sites were of particular interest
• No authentication was required in many cases due to 

exposed or default-credentialed RTSP streams
• Access was used for real-time physical surveillance and 

operational intelligence collection

Source: CISA and partners, joint advisory on Russian GRU 
targeting Western logistics entities and technology companies, 
2025.

Why This Matters Beyond the Conflict Zone

The GRU advisory is significant for Western enterprise and 
industrial organisations for several reasons. First, it confirms that 
state-level actors have developed dedicated tradecraft for IP 
camera exploitation (this capability does not disappear when the 
conflict context changes. Second, the targeting logic) monitoring 
logistics, supply chain routes, and physical infrastructure, applies 
directly to commercial and industrial environments that nation-state 
actors may wish to surveil for economic intelligence, pre-
positioning, or operational planning.

For organisations in sectors with geopolitical exposure (Defence 
supply chains, critical infrastructure, advanced manufacturing, 
pharmaceutical logistics) the use of IP cameras as espionage 
infrastructure is not a theoretical concern. Cameras that observe 
loading docks, truck movements, executive meeting areas, or 
process equipment provide adversaries with physical intelligence 
that complements cyber reconnaissance: understanding when 
facilities are staffed, when shipments move, and when security is at 
its lowest.

The RTSP protocol is specifically relevant: many IP cameras 
expose RTSP streams with no authentication by default, or with 
credentials that have never been changed from factory settings. 
Shodan and similar scanning tools index these streams 
continuously.

🔑 Key Takeaway
IP cameras have been confirmed as deliberate intelligence collection infrastructure in state-level operations. The GRU advisory 
establishes that camera exploitation is not opportunistic in all cases….. it is a planned tradecraft capability. Organisations with 
geopolitical risk exposure must treat their camera estates as potential espionage targets, particularly where RTSP streams are 
accessible without strong authentication and where cameras observe operationally sensitive areas.



LATERAL MOVEMENT — CORPORATE IT

Corporate IT Lateral Movement Scenario
The following scenario is a logical attack pathway informed by real-world cases….. principally the Akira 
ransomware incident and the architectural patterns documented in the Verkada and CVE-2026-1670 advisories. 
It is not a confirmed exploitation sequence for CVE-2026-1670 specifically. It is presented to assist security 
architects and CISOs in understanding the risk pathway and evaluating whether existing architectural controls 
are sufficient to contain a camera compromise within the camera segment.

Key Architectural Weaknesses Exploited

• Insufficient VLAN segmentation: Camera 
segment has unrestricted or loosely controlled 

access to VMS/NVR and Windows hosts
• Shared credentials: VMS service accounts or 

admin credentials reused across the camera 
management platform and Windows 
environment

• No EDR on IoT devices: Camera and NVR 
nodes are outside endpoint protection scope. 
Lateral movement from these devices is not 
detected

• Absent or minimal egress controls: Outbound 
connections from camera VLAN are not 
restricted, allowing data exfiltration from the 
compromised device

• No anomaly detection on IoT segments: 
Internal scans originating from camera IP 
addresses are not monitored or alerted

Control Validation Questions for 
Architects
• Can a device in the camera VLAN initiate 

connections to Windows hosts, domain 

controllers, or file servers?
• Are VMS service account credentials unique and 

not reused elsewhere in the domain?
• Is SMB traffic from IoT segments to file shares 

blocked or monitored?
• Are network flows from camera IP addresses 

logged and anomaly-detected?
• Is the camera management interface accessible 

from the internet or from any zone outside a 

dedicated management segment?
• Has the camera VLAN been reviewed as part of 

a zero-trust segmentation programme, or was it 
inherited from a physical security architecture 
review that predates the cyber programme?



LATERAL MOVEMENT — INDUSTRIAL / OT

Industrial and OT Lateral Movement Scenario
In industrial and operational technology environments, the camera threat surface is compounded by the proximity of 
surveillance infrastructure to OT networks, the presence of engineering jump hosts and process control systems in 
adjacent zones, and the typically longer patch and remediation cycles in OT environments. CISA has explicitly 
warned that insecure IoT devices can permit lateral movement across interconnected critical infrastructure 
networks. The following scenario illustrates this pathway without prescribing specific OT architectures.

Reconnaissance Value
Cameras in or adjacent to plant floors, loading docks, and utility 
infrastructure provide real-time intelligence on operational timing, staffing 
patterns, physical layouts, and the location of process equipment and 
safety systems. This intelligence directly supports pre-attack planning for 
physical intrusion or coordinated cyber-physical attacks.

Safety System Blind Spots
In process industries, cameras are sometimes used to monitor safety-
critical areas (chemical storage, pressure equipment, confined space entry 
points). Compromising these feeds degrades both the monitoring function 
and the ability of safety teams to respond to incidents. This is particularly 
significant in environments where camera feeds feed into safety 
dashboards or incident response decision-making.

Pathway to OT Management Layers
Where camera networks are not adequately segmented from the OT DMZ 
or operations zone (a common finding in older industrial estates) a 
compromised camera can be used to probe engineering jump hosts, 
historian interfaces, or HMI systems. NIST SP 800-82 Rev. 3 specifically 
addresses OT network segmentation as a foundational control, and the 
absence of it materially increases the risk of camera-origin lateral 
movement reaching process control assets.

Operational Timing Exploitation
Knowledge of operational rhythms (shift changes, maintenance windows, 
when plant floors are minimally staffed) is highly valuable to adversaries 
planning sabotage, physical theft, or coordinated cyber-physical attacks. 
Camera access provides this intelligence in real time without any 
additional network exploitation required.

CISA Guidance: CISA's Connected Communities Initiative (IoT Device Risk and Mitigation) and NIST SP 800-82 Rev. 3 both 
identify inadequate segmentation between IoT/building systems and OT networks as a critical risk enabler. Camera estates in 
industrial environments should be explicitly reviewed under OT security architecture programmes, not solely within physical 
security remits.



BUSINESS IMPACT

Business Impact by Sector
The consequences of compromised surveillance infrastructure are not uniform across sectors. Each industry 
vertical has distinct operational dependencies on CCTV, distinct regulatory obligations relating to surveillance 
data and physical security, and distinct threat actor profiles. The four sectors below represent the highest-risk 
deployment contexts for IP camera vulnerabilities in the 2026 threat environment.

🏭 Manufacturing
• Surveillance blind spots during physical 

intrusion, theft, or sabotage of production lines

• OT reconnaissance risk through cameras 
adjacent to process control environments

• Ransomware acceleration via camera-to-OT 
lateral movement in poorly segmented plants

• Espionage — operational timing, production 
volumes, and equipment layouts exposed to 
competitors or state actors

• HSE compliance risk if safety monitoring 
cameras are compromised or suppressed

🚚 Logistics & Warehousing
• Supply chain intelligence — shipment timing, 

vehicle movements, and inventory flows visible 

to adversaries
• Physical security degradation enabling high-

value cargo theft during surveillance blind 
windows

• Ransomware deployment targeting WMS and 
ERP systems via camera-adjacent network 
segments

• Third-party and customer data exposure 
through camera feeds showing cargo contents 

and manifests
• Regulatory exposure under customs and 

border security obligations for bonded 
warehouse operators

🏥 Healthcare
• Patient privacy breach — feeds from clinical 

areas, patient rooms, and pharmacy storage

• Credential exposure — badge access 
credentials tied to camera management 
platforms (Verkada precedent)

• Safety system degradation in environments 
where cameras monitor high-risk clinical and 
pharmaceutical zones

• Ransomware risk amplified by the sensitivity 
of clinical operations and the cost of downtime

• CQC / regulatory implications from physical 

security failures in regulated healthcare 
environments

🏢 Commercial Property & Campuses
• Multi-tenancy risk — single VMS platform 

serving multiple tenants; one compromise 

affects all
• Executive surveillance — cameras in board 

rooms, executive areas, or sensitive meeting 
rooms provide intelligence collection 
opportunities

• IT network pivot risk where building system 
networks share connectivity with tenant IT 
environments

• GDPR / Data Protection Act obligations for 

CCTV footage processing and access control 
records

• Reputation and liability risk from tenant or 
visitor surveillance data exposure



DEFENCE ARCHITECTURE

Detection and Architectural Lessons
The consistent lesson from Mirai, Persirai, Verkada, Akira, and CVE-2026-1670 is that endpoint-centric security 
alone is insufficient to protect environments that include IP cameras and IoT devices. EDR tools cannot run on 
embedded camera firmware. Cameras are typically excluded from standard vulnerability management cycles. And 
physical security ownership of camera estates creates governance gaps that leave these devices outside cyber 
programme scope. A layered architectural approach is required.

Detection Indicators for CVE-2026-1670

• Unexpected calls to password-recovery API endpoints 
from external or internal IP addresses

• Administrator account recovery email address changes 
not initiated through change management

• Password reset events on camera management 
accounts during off-hours or without associated helpdesk 
tickets

• Unusual outbound connections from camera IP 
addresses to external hosts

• Internal network scanning activity originating from 
IoT/camera VLAN IP ranges

• SMB or RDP connection attempts from camera segment 
IP addresses to Windows hosts

• New management interface logins from IP addresses not 
in the camera management authorised IP list

Architectural Priorities

• Microsegmentation: Implement zero-trust 
microsegmentation on camera VLANs: deny all by default, 
permit only required camera-to-VMS and VMS-to-
management traffic. See CISA "Microsegmentation in Zero 
Trust, Part One."

• Management interface isolation: Camera web 
management interfaces must not be accessible from the 
internet or from general internal network segments. 
Restrict to a dedicated management VLAN with privileged 
access controls.

• Firmware patch programme: Embedded device firmware 
must be included in the vulnerability management 
programme. Automated CVE alerting against asset 
inventory is required for cameras as much as for servers.

• Cloud VMS governance: Cloud camera management 
platforms must be subject to privileged access 
management, MFA enforcement, and anomalous access 
alerting..... not treated as commodity SaaS.

• RTSP authentication: All RTSP streams must require 
authentication. Unauthenticated RTSP exposure is a direct 
intelligence collection risk confirmed by the GRU advisory.



STRATEGIC RECOMMENDATIONS

Strategic Recommendations for Executives
The following recommendations are prioritised for executive action and are framed in terms of governance, architecture, 
and risk management rather than technical implementation steps. They are sequenced to address the most immediate 
risks first, then build toward longer-term capability improvements. Accountability for each recommendation should be 
assigned to a named executive owner within 30 days of this briefing.

Immediate Patch and Exposure Assessment
Conduct an immediate inventory of all Honeywell HIB2PI and HDZ series cameras deployed across the estate. Validate firmware versions against 
CISA advisory ICSA-26-048-04 and apply vendor patches as available. Simultaneously assess whether camera management interfaces are 
accessible from the internet or from insufficiently segmented internal networks….. and restrict access immediately where found.

Camera Network Segmentation Review
Commission an architectural review of all camera and IoT network segments to validate that microsegmentation controls prevent lateral movement 
from camera VLANs to Windows hosts, domain services, OT networks, and cloud management platforms. Use CISA's Microsegmentation in Zero 
Trust guidance as a baseline assessment framework.

Resolve Cyber and Physical Security Governance
Formally assign ownership of camera estate cybersecurity (including vulnerability management, patching, credential hygiene, and incident 
response) to a named function. The most common failure mode is that physical security owns the hardware and facilities owns the networks, while 
the cyber function owns neither. This gap must be explicitly closed through policy and executive mandate.

Audit Cloud VMS and Central Management Platforms
Review all cloud-based and centralised video management system (VMS) platforms for privileged access management, MFA enforcement, session 
monitoring, and anomalous login alerting. Apply the Verkada case as a reference architecture for what failure looks like. Treat the VMS 
management plane as critical infrastructure….. not as a physical security tool outside cyber scope.

Extend IR Playbooks to Cover Camera Estate Incidents
Validate that incident response playbooks explicitly cover scenarios involving camera compromise, VMS account takeover, and IoT-origin lateral 
movement. The Akira case demonstrated that unmanaged IoT devices can be the execution platform for ransomware….. IR teams must be 
prepared to isolate and investigate camera segments as part of ransomware response, not solely Windows environments.

Vendor Escalation and Third-Party Assessment
Engage Honeywell and all other CCTV vendors in your estate to confirm patch availability timelines, affected firmware versions, and compensating 
controls for devices that cannot be immediately patched. Where third-party managed services are used for camera infrastructure, include camera 
security controls in supplier assurance reviews and contractual requirements.

Build a Complete IoT/Camera Asset Inventory
A vulnerability cannot be patched if the asset is not known. Commission a comprehensive IoT asset discovery exercise to establish a verified 
inventory of all IP cameras, DVRs, NVR systems, and VMS platforms….. including firmware versions, OEM lineage, and network segment 
assignments. This inventory must be maintained as a living record, not a point-in-time exercise.

Deploy IoT-Specific Network Monitoring
Implement network flow monitoring and anomaly detection covering IoT and camera VLANs. Key detection objectives: unusual outbound 
connections from camera IP addresses; internal scanning from camera segments; SMB or RDP originating from IoT devices; and password-
recovery API calls on camera management interfaces. These are the specific indicators relevant to CVE-2026-1670 and the Akira attack pattern.

Apply NIST SP 800-82 to OT-Adjacent Camera Deployments
For industrial and OT environments, conduct a specific review of camera deployments in or adjacent to OT network zones using NIST SP 800-82 
Rev. 3 as a framework. Camera networks that are not explicitly addressed in the OT security architecture must be documented, assessed, and 
either segmented from OT zones or included in the OT security monitoring programme.

Elevate Camera Security to Board Risk Reporting
Include camera estate security posture (segmentation status, patch compliance, VMS governance, and exposure to CVE-2026-1670) in the next 
board or risk committee security update. The combination of CVSS 9.8 severity, the Akira precedent, and the GRU espionage advisory provides 
sufficient evidence to justify board-level awareness and mandate for accelerated remediation investment.



CONCLUSION

Three Takeaways for Executive Decision-
Makers
This briefing has established that CVE-2026-1670 is not an isolated camera bug….. it is a CVSS 9.8 Critical 
authentication bypass in a commercially deployed surveillance product family that represents the latest evidence 
point in a ten-year pattern of IP camera exploitation. The following three conclusions are the most operationally 
important outputs of this briefing for executive decision-making.

01. CCTV Is Part of the 
Attack Surface
IP cameras are network-connected, 
internet-reachable in many 
deployments, typically unmanaged by 
cyber teams, and embedded in both 
enterprise IT and industrial OT 
environments. They are not peripheral 
devices, they are internal network 
nodes with real-time data access and, 
in many cases, adjacency to sensitive 
systems. Every camera in your estate 
is part of your cyber attack surface 
and must be managed accordingly. 
Mirai, Persirai, Verkada, Akira, and the 
GRU advisory collectively confirm this 
as an established and repeatedly 
exploited risk class, not a theoretical 
one.

02. Authentication Bypass Is 
Materially Serious
CVSS 9.8 is not a routine finding. An 
unauthenticated remote authentication 
bypass on a camera management 
interface means that any attacker who 
can reach that interface (including 
through internet exposure or from an 
insufficiently segmented internal 
network) and take administrative 
control of the device without any prior 
credentials. This creates persistent 
administrative access, the ability to 
suppress or manipulate surveillance 
feeds, and a network-internal foothold 
for further exploitation. This is 
materially more serious than "just a 
camera bug." It is an identity, visibility, 
and network access event.

03. Segmentation Determines 
Blast Radius
The difference between a camera 
compromise that is contained to one 
device and one that becomes an 
enterprise ransomware event or OT 
breach is almost entirely determined 
by network segmentation. The Akira 
case showed what happens when an 
unmanaged IoT device can reach file 
shares via SMB. The lateral 
movement scenarios in this briefing 
show what happens when camera 
VLANs have unrestricted connectivity 
to Windows hosts, VMS servers, and 
OT management layers. 
Microsegmentation (enforced, 
validated, and monitored) is the single 
most impactful architectural control 
available to limit the consequences of 
a camera compromise. Organisations 
that have not explicitly reviewed 
camera VLAN egress controls should 
treat this as an urgent action item.

"A compromised CCTV camera is simultaneously an identity problem, a visibility problem, and a potential pivot into your 
broader network. The risk is not contained to physical security….. it is an enterprise and operational technology risk that 
requires executive ownership."
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Glossary of References
The following sources form the evidentiary basis for this briefing. All references are cited accurately with original titles, 
issuing organisations, and dates. No sources have been fabricated or paraphrased beyond the scope of accurate 
summary. Where advisory documents have been revised, the revision date is noted. Readers are encouraged to 
consult primary sources directly for full technical detail.
# Title Organisation Date Description

1 Honeywell HIB2PI and HDZ Series CCTV Cameras (Update B) — 
ICSA-26-048-04

CISA (Cybersecurity and 
Infrastructure Security Agency)

Revised 12 March 2026 Industrial Control Systems advisory disclosing CVE-2026-1670 — unauthenticated 
API endpoint allowing recovery email change, CVSS 9.8, CWE-306. No confirmed 
exploitation reported as of 17 February 2026.

2 CVE-2026-1670 Detail National Vulnerability Database 
(NIST NVD)

2026 Official CVE record confirming CVSS v3.1 score of 9.8 Critical, attack vector 
Network, no authentication required, and confirmed consequence of account 
takeover and unauthorised camera feed access.

3 Mirai Botnet Case Materials U.S. Department of Justice 2016–2018 Case materials describing the Mirai botnet's targeting of wireless cameras, routers, 
and DVRs using default credentials; approximately 600,000 infected devices at 
peak; attacks exceeding 600 Gbps and 1 Tbps.

4 Understanding the Mirai Botnet USENIX Security Symposium 2017 Academic analysis of Mirai's architecture, scanning methodology, infection scale, 
and DDoS capability. Primary source for botnet scale and IoT targeting 
methodology.

5 Persirai: New IoT Botnet Targets IP Cameras Trend Micro 2017 Research report documenting the Persirai botnet's exploitation of authentication 
bypass vulnerabilities across more than 1,000 IP camera models; approximately 
120,000 exposed cameras identified at time of disclosure. Highlights OEM 
rebranding risk.

6 Security Update — Incident Report Verkada 2021 Vendor incident report confirming 97 customers had cameras and video accessed 
following compromise of Verkada's cloud platform via a privileged Super Admin 
credential.

7 Takes Action Against Security Camera Firm Verkada for Alleged 
Violations…

Federal Trade Commission 
(FTC)

2023–2024 FTC enforcement action alleging Verkada allowed hacker access to more than 
150,000 live customer cameras, as well as badge access control and Wi-Fi 
credentials. Establishes the legal and regulatory dimension of cloud CCTV security 
failures.

8 Camera off: Akira deploys ransomware via webcam S-RM Intelligence and Advisory 5 March 2025 Case study documenting Akira ransomware group's use of an unsecured webcam 
as a pivot device to deploy Linux ransomware via SMB after EDR blocked the 
Windows payload. Reports Akira accounted for 15% of S-RM's 2024 incident 
caseload.

9 Joint advisory on Russian GRU targeting Western logistics entities and 
technology companies (including RTSP/IP camera targeting)

CISA and partner agencies (joint 
advisory)

2025 Joint advisory confirming Russian GRU-affiliated actors targeted RTSP servers 
hosting IP cameras, primarily in Ukraine, for physical intelligence collection. 
Establishes cameras as deliberate state-level intelligence collection infrastructure.

10 Connected Communities Initiative — IoT Device Risk and Mitigation CISA Ongoing CISA guidance on IoT device risk in connected environments, including 
identification of insecure IoT as an enabler of lateral movement across 
interconnected critical infrastructure networks.

11 Guide to Operational Technology (OT) Security — SP 800-82 Rev. 3 NIST (National Institute of 
Standards and Technology)

2023 Foundational OT security guidance including network segmentation requirements, 
IoT/OT boundary controls, and risk management frameworks for industrial 
environments.

12 Microsegmentation in Zero Trust, Part One CISA 2023 CISA guidance on implementing microsegmentation as a zero trust architecture 
control, directly applicable to isolating camera and IoT VLANs from enterprise IT 
and OT networks.

Accuracy Statement: All statistics, advisory details, and organisational attributions in this briefing reflect the cited sources as 
accurately as available. Where CVE-2026-1670-specific consequences are not confirmed by advisory text, they are explicitly labelled 
as Logical/Reasoned Impact. No exploitation instructions or offensive technical detail have been included. Presenters should verify 
source availability prior to delivery and note that advisory documents may be updated subsequent to this briefing's preparation date.


